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Background

Oregon: ~ 3.5
million

34 local health
depts.

63 hospitals

89 Infection control Oregon Hospitals
practitioners
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Background con’t

 Emerging Infections Program (EIP)
maintained strong ties with Infection Control
Practitioners (ICPs) since 1997, they’'ve
become some of our most reliable reporters

e August 2003: Need a Web-based reporting
tool for ICPs should SARS recur

 Need it by Fall 2003
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Methods

e Short timeline: One joint application
development (JAD) session with 2 ICPs

 Top Needs
— Simple, Secure data entry

— Real time creation and modification of case
definitions

— State and locals need to know when data are
entered or updated in system

— Data easily downloaded, analyzed and imported
Into other, more robust systems
e Assumption: Design to augment, not to
replace existing reporting system
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Methods con'’t

* Defined 3 case-types

— Unexplained deaths or critical ilinesses of
potential infectious etiology among 6-month-49-
yr-olds

— Pediatric hospitalizations of influenza patients

— Health-Care Workers (HCWs) admitted to
nospital with pneumonia or influenza
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Methods con't
Technical Architecture
e JAVA

Multi-layered, domain-centric

Platform independent

Open-source friendly
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Domain Model - Overview

User

<<Domain Model>>

<> _ -
* eSentinel .
Facilit ! !
y State
* *
Topic CaseType
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Domain Model — User View

User

cell

email

fax
firstName
lastName
loginID
password

N phone

An admin can ac
as a reporter.

Admin Reporter Region Support

Regional users can not report or
update cases but can view any case
resident within his/her jurisdiction.

The scope of case visibility for a
reporter is cases for all facilities.
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Domain Model — Case View
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CaseType
f
Data
* l
—~ Case ~
'
Reporter Facility
0.1
Survey
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Domain Model - Services

Service

T

Access Control

Alerting

Logging
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Persistence
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Results

3 full-time developers built eSentinel in 4 Months

 December 2003 through May 3, 2005

— 215 total cases (residents of 19 counties)
« 186 pediatric influenza hospitalizations
« 19 unexplained critical ilinesses or deaths
e 10 HCWs with pneumonia or influenza

— 24 (28%) of 85 ICPs have used eSentinel
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Disclaimer

All screen-shots of case data are
fake
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Home Page

(L R 5 - = .
o Cregon Department of Health and Human Services
Reporting Cases of Potential Public Health Importance

ﬁccess‘Suw&iﬁance Administraﬂ'onlll Home Logon Logout Change Password Contact Help

eSentinel
4.0

Administration

Reporting Cases af
Potential
Public Health

Importance

Reporting
T

Jregon

Lhas

You have entered a secure "Early Event Detection” website for reporting cases
of potential public health mmportance, which 15 required of climcians by law
(Dreson Adminstrative Fules (OARS) Chapter 333, Dionsion 18).
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Logon Page

Dra 'Z:Z'Il]:"-'I_ artment of Health and H111IL1IL etrvicea

)

A Home Logon Logout Change Password Contact Help

Sureiliance Administration
Regional Suneillance
Infection Control
Application Support

TTzer Mame

Faszword

Tou have entered a secure "Early Ewent Detection" webaite for reporting
cases of potential public health importance, which 15 required of chmcians by
lawr (Oregon Admimstrative Boles (OAES) Chapter 3353, Donsion 18).
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Alerting

6 Oregon Department of Health and Human Servicas
Reporting Cases of Potential Public Health Importance

A::cess|5uweiﬁance Adma'm'straﬂ'on[il Home Logon Logout Change Password Contact Help

eSentinel

4.0
Case Motfication Eecipients

Administration Walt.L.Davis@state.or.us

Contact Becipients

Walt.L.Davislstate.or.us

0

Repatting

Ta

Error Report Eecipients

Walt.L.Davislstate.or.us
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User Management Page

n'hl
‘o Oy Il-l:"-'I_ arttnent of Health and Human Se

Arcess | Sunvelllance Administration [ll

Reporting Cases of Potential PubllclHealth Importance

Home Logon Logout Change Password Contact Help

eSentinel
4.0

Administration
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— Users

. . User ID
Daws, Deli E
Frank, Mancy I Acct Type
Hail, Joe 17 O Admin O Region O Reporter © Support
Eline, Susan E. @ TInassigned
Larson, Harrvy 2 Title
Malone, Scott B
MeDonald, Jeff I ]
Fee, Bob G First Iame Last Mame T
“Wilson, ke A
reporter, test Work Phone Cell FAT
repotter, testd
Home Phone Pager
ebfail Address
DescriptionTnfo
User Filters
O admin: [ support
reporters [ unassigned
[ regions v
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| Search

ol Oregon Department of Health and Human Services

g Répurting Cases of Potential Public Health Importance

: ALCEss | Surveiliance Administration t] Home Logon Logout Changs Password Contact Help
eSentinel
4.0 Eed fields are case ighore matches that contain the specified string and all other fields are case
ignote exact string matches.
Administration & e
y] Case Mumber [ Search ] [ Reset ] [ Clear]
Basic
At Date (MMM-DID-FYEY) Mad Rac 1D
- W W
Last Mame First Names
Age Linits DOB (MMM-DD-YYTY)

Uender l Search ] [ Feset ] [ Clearl

OF O MO Unknown

Extended

State County
Facility Tapic
Feparter Name Case Tipe

[ Search l [ Feset ] l Clear]
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Sech for mfluenza cases

eSentinel
40

Adrninistration

Jpegon

Liias

May 10-12, 2005

Access|51~'-"v‘€'-'ﬁ&n¢e Admmasrranon[ll Home Logon Logout Change Password Contact Help

Eed fields are case ignore matches that contain the specified sting and all other fields are case
ighate exact string matches.

Case Mummber [ Search ] l Feset ] [ Clear]
Basic
Adwit Diate (MMM-DD-FYET Mad FHec ID
w b -
Last Name Hirst Name
Age Linits DOB (MMM-DO-YEED)

Tender [ Search l [ Feset ] l Clearl

O F O MO Unknown

Extended
State oty
oR
Facility Tapic
Influenza
Fapartar Mame Case Tipe

[ Search ] l Feset ] [ Clearl
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Infenza search results

Oregon Department of Health and Human Services

i
i AN

eSentinel
4.0

Administration

May 10-12, 2005

Arcess | Survedllance Advainistration [ V]

D Reporting Cases of Potential Public Health Importance

Home Logon Logout Change Password Contact Help

Admit Submission First Med Rec
Action Case Date Date Last Name Name Num DOB

X223 y 01000 0082005 01/16/2005 Hogencamp Jacky — 23436732 1171271985

XK f 01001 0172005 01/24/2005  Moua Jason  TT65RE34  04/24/1962

XaE f 01002 0%04/2004 09/15/2004  Eace John 22554437 /181969

X3 y 01004 043072004 05/02/2004  Wallcer Cole 467824- 071871986
23-56

X3 y 01005 0&1Z/2004 06/14/2004  Tyler Tunothy 23834-44- 02/10/1%960
23

XaE f 01006  10/08/2004 10/0%/2004 “Whealer Jason 34682357 06/14/1977

X3 y 01007 090372004 090672004  Thorne Eobert 235887- 04/0772003
24-28

XK= f 01008 02672004 072572004 Crown Betty 478293 06/277198%

X223 y 0100% 01312004 02/01/2004  Peterson Julie 23456324 10/06/1%945

XK f 01010 01/28/2004 02/01/2004 Morgan Jenny 45324568 10/12/1%67

XaE f 01011 OF172004 07182004 Whsppen  Eate 78523042 0%/01/1956

X3 y 01012 04/1%72004 04/1%/2004  Brown Melssa 23745679 06/2471%49

1to 12 (32 total)

Previous |Mext |1 2 3 | Show Al

[ Mew Search ”

Export Case Data

)
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Sorting found set

Address |ﬂj https: ffdhs-web3 hr.state, or, usfeSentinelfadmin?page=SearchResults Al |

Canon €asy-WebPrint - | ©0Print EDHigh Speed Print [ Preview | [2]Options Vigw Prit List

i % 1‘5» Oregon Department of Health and Human Services th e S e
%/ Reporting Cases of Potential Public Health Importance

eSentinel ACCESS | Surveiliance Administration | Home Logon Logout Change Password Contact Help fleld S
4.0

Admit Submission Last First MedRec are

Administration Action | Case Date Date Name Name Nun DOB

xez/
X2 /S 01010 01/28/2004 02/01/2004 Morgan  Jenny 45324568 10/12/196
X SE /S 01011 07/17/2004 07/18/2004 Whisppen Kate 78523042 00/01/195
X2 /S 01012 04/19/2004 04/19/2004 Brown Melissa 23745679 06/24/194

X y 01013 09/23/2004 09/23/2004 Brown Bryan 221233- 10/22/196
233-2333
X j 01014 11/18/2004 11/19/2004 Becker Cindy 78833423 03/16/196

D
X2 /S 01015 01/06/2005 01/06/2005 Fletcher Bob 78833423 07/08/1969

: X2 /S 01016 06/01/1004 06/06/2004 Anderson Holly 23597345 04/11/1999
2

3

X2 /S 01017 10/18/2004 10/18/2004 Willams  Matt 128467832 04/16/200
X2 /S 01018 02/08/2004 02/08/2004 Freeman Wendy 09263542 11/12/200
X SE /S 01019 10/11/1004 10/12/2004 Easyheart Dunken 93039673 06/03/1995
X2 /S 01020 04/09/2003 04/09/2003 Davis Kristy 43882345 02/08/200]1

At T A AN OADEIANE AT E0N0A Tack Mana S18T2187 NAMT S NnE
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Exporting/analyzing found set

XKoE y 01033 04/25/2005 07/25/2004 Test Caze 51575

XKoE y 01035 04/25/2005 07/25/2004 Test Cagze

1 to 25 (358 total)
Previous |Next|1 2 34567 89 10 11 12 13 14 15 | Show All

’ MNew Search H

Export Case Dats

Microsoft Excel Comma Separated Values File

PHI

E2ENCIE

eni

1
gifo
Epi Info

Cases of Pediatric Influenza Hospitalizations Reported via eSentinel by Month

§ 150

“

g 1o 20032004 2004-2005

! 50

E ool == i B =] Pa—

= MO DEC JAN FEB MAR APR

Bay Area Hospital 1 Clackarmas 5
Eaiser Sunnyside 1 Coos 1
Legacy Emanuel 21 Douglas 1
Mercy Medical Center 1 Marion 3
OHSU 3 Iultnomah 15
Salem Hospital 3 Umatilla 1
Samatitan Pacific Cor 1 “Washington 2
Holy Rosary IMedical Center 1 Out of State 2
Sacred Heart General Hospital 2 Unknown 2
2004-2005 Flu Season 39 2004-2005 Flu Season 39

Female 18 6 years | 28 days — 16 years
Male 20 3years | 12 days — 17 years
Unknowrn 1 1 month 1 month

AMOd AAAE T O ETS S B P T S —

Analytical program
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Vlew Case Page

Ve n Department ¢ f Health and Human S

Reporting Cases of Potential PubhclHea.lth Importance

. Actess | Sunveillance Adrministration | s | Home Logon Logout Change Fassword Contact Help
eSentinel
4.0
Case Type Case ID
Administration Healthcare worker admitted to hospital with pneumonta or 01012
mfluenza
Facility MNatme and Address EmiToe Eeporter
Adventist Wledical Center PPIC Wilzon, Mike A
10123 5E Warket Street 541-333-4444
Portland, OF 57216 503-333-4444 Fax
Multnemah County mwilson esentinali@state. or.us
Submission Date Timne
04192004 10:51 AD
Patient At Date MedEecID  Diagnosis/Chief Complaint
04/15/2004 23745679 Prevmomal AR
Demographics Last Mame First Middle Irutal
Brown Melissa H
Age Units DOE Gender
59 Years 06/24/1945 fermale
Eesidence State County Zip Code
Ok Hood Erver 7031
Employer Mame State County Zip Code
Ldwentist Wledical Center OFR  Multnemah — %7210
FExposure History and Other Comiments
Tnitially admutted with &sthma Exacerbation & Pancreatic CA A dmitted with Atypical
prevmonia. History of smoking 1-2 packsfweek. Does take Octreotide for Pancreatic CA
{monthly). Haz been on wentilator since admission. On the Friday, March 16th, prior to
adtmission stopped by office to ask me about a rash on her wrist, Wanted to know if it rught
be 'scabies’. It did not itch, and was only on left wnist area. Looked more hke a scabed
scratches from worlung m the garden. She mdicated she had been i the garden. I did notice
her breathing was not easy, the type of breathing assoniated with COPD.

=<prev ’ Edit l I Print ] [ Delete l [ Search Results next==
May 10-12, 2005 3rd Annual PHIN Conference
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May 10-12, 2005

eSentinel
4.0

Administration

Access|5'wveiﬂance Adma'm’strafa’on‘il Home Logon Logout Change Password Contact Help

Case Type

Healthcare worker admitted to hospital with pneumonia or influenza
Influenza-related hospitalizations in children

Unexplained critical illness or desth of previously healthy person P?’fgeb. g
case type 2 fortopicy’ pris, i

case type for topicy 1-333-4444
ki xS0 233 4444

Clatsop Cownty ddavis.esenfinal (fsfate. or.us

Submission

Date Time Diagnosis/Chief Complainf

Mawy VI4 VIEDDE VI 4 3 O AM ®PM

Demograplics
Admif Date Med Ree ID
b vy VI4 VIEIJEIE VI
Last Mame Hirst MName Middle hufial
Age Rufs ] DR Cendear
Days [v] o] Bl ] or
oM
@ TUnknown
Residence Emplover
Stafe Cownty Name
OR |+ I v I
Zip State County Zip
OR |+ v I

Exposure History and Other Comments

3rd Annual PHIN Conference
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Report/Update Case Page

May 10-12, 2005

regon Department of Health and Human ¢ 2
| Reporting Cases of Potential Public Health Importance

Access | Surveiliznce Administration |il

eSentinel

Home Logon Logout Change Password Contact Help

4.0

Administration

Case Type

Tnezplaned critical fdhess or death of previously healthy person

Facility

MName Rmiloc Reporfar

10123 58 Market Streef 541.233 4444
Fortland, OR 97216 Fax:503-333-4444
Multnomah County mwilson esenfinal [@stafe. or.us
Submnission
Diate Time DiagmosisChief Complaimt
Jan [ v |16 v | 2005 | v 03 03 @AM OPM AR
Demographics

Admif Date Med Rec ID

Jan | v I g |v I 2005 VI 23456732

Last Name First Name Middle itial
Hogencamp Jacky L

Age Unifs DOB Gender

12 Years VI MNaow VI12 VI1985 v ®F

OM
O Unknown

Residence Employver

State Counfy Name

OoR VI Baker

Zip Stafe County Zip

Exposure History and Other Comnents

admitted w/resp distress after few days prodrome, This
case iz part of a household cluster (dad was sick with
same Sx, Sibling hospitalized in portland adwventist, mom
at home feeling sick)...this case currently is on
went...all wviral and Legionella testing nedg....more to

follow. .. M

3rd Annual PHIN Conference
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May 10-12, 2005

Print Case Page

¢/ https://dhs-web3.hr.state.or.us - eSentinel (Pr.. Q@ %
Oregon Department of Human Services
Reporsing Potential Cases af Public Health Impartance
Case Type Case ID
TTnexplained critical illness or death of previcusly healthy 01000
person
Facility Name and Address Location Reporter
Adventist Medical Center Wilson, Iilke &
10123 SE Market Street 541-333-4444
Portland, OF. 97216 503-333-4444 Fax
Multnemah County mwilson esentinal@state. or.us
Submission  Date Tune
0171672005 03:03 AWM
Patient Admit Date Med Rec I Diagnosis/Clief Complaint
01/08/2005 23456732 AR
Demographics  Last Name First Middle Ttial
Hogencarmp Jacky L
Age Units DOB Gender
12 Vears 1171241985 female
Residence State County Zip Code
OF. Balcer
IFmpl-:-yer Name State County Zip Code
[E.tposm'e History and Other Cominents
adritted wiresp distress after few days prodrome, Thiz case 15 part of a household
cluster (dad was sick with same sz, sibling hospitalized n portland adventist, mom at
home feeling sick).. this case currently 15 on vent...all viral and Legionella testing
neg....mote to follew. . —
&] Done S @ Internet
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eSentinel
4.0

Administration

Iregon

LAas

May 10-12, 2005

Digest Page

n Dapartment of Health and Human Services

Summary

Reporting Cases of Potential Public Health Importance

Access | Surdeilfance Administration [ d ]

Home Logon Logout Change Password Contact Help

o States {(52)

Alabama 11 [A
Alaska 7 £
Arnizona 12
Arlanzas 12
California ] [v
State Dertail (Oregon)

© Topics {4)
Influenza &
ZARE 11
Test topic T 2
Unexplaned Crtcal Iness or Death 12

o Case Types (4)
Healthcare worker admitted to hospital with pneumonia or mfluenza 11
Influenza-related hospitalizations in children &
Tnezplaned critical dlness or death of previously healthy person 12
case type for topic ¥ 2

||I| Counties {17)

3rd Annual PHIN Conference
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:'Ii;la Oregon Department of Health and Human Services

/2] Reporting Cases of Potential Public Health Importance

: ,&J:c:ess|5urv’eiﬁance Adma'nistraﬂ'onlll Home Logon Logout Change Password Contact Help
eSentinel
4.0
— Topics
Adrministration Tnfluenza Topic | SARS
Uszers SARS
Test topic ¥
M [New” Rename ] Delete
Test topic
Unexplaned Critical llness or Death [ Case Types ” Cases ]
lregon
)ik
May 10-12, 2005 3rd Annual PHIN Conference
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eSentinel
4.0

Administration

Reporting

Tobi

May 10-12, 2005

Case types

( n Department of Health and Hurman Se g
Reporting Cases of Potential Public Health Importance

A::cess|5ur'v‘eiﬁance Admim'strationtl Home Logon Logout Change Password Contact Help

— Case Types

Healthcare worlcer admitted to hospital wath pneumoma or mfluenza
Influensa-related hospitalizations in children

Tnexplaned critcal diness or death of previously healthy person
case type 2 for topic ¥

case type for topic ¥

Types For | Al Topics ILI T

Topic

Case Type |Influenza-related hospitalizations in children

[New][ Fename l Delete

Type 1z active and cases can be reported! [ Disahle Reporing ]
— Inclusions — Exclusions
< 18 years old Fetus = 20 weeks gestation
Lab endence of mfluenza by at least. . Tritial hospital admission = 14 days ..

Cregon resident

Cazes for thiz type have been reported and the
ctiteria can no lenget be changed|
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Facilities

Eli;lla) Oregon Department of Health and Human Services

¥:/2] Reporting Cases of Potential Public Health Importance
: Access | Sunveillance Administration [LI Home Logon Logout Change Password Contact Help
eSentinel
4.0
— Facilities
Administration Adventist Medical Center Name Kaiser Sunnyside Medical Center
Users Cohinbia Memorial Hospital
R
Kaiser Sunnyside Medical Center
Lesacy Emanuel Hosp & Health Center :
Legacy Good Samaritan Hospital street 10180 SE Sunnyside Rd
Crregon Health and Sciences Thavers City | Clackamas
Prowndence Milwaulne Hospital Sate County | Clackamas Zip 97015

Prowdence Portland Medical Center
=t Chatles Medical Center

Reporting Test facility

T

[New” Update ] Delete

[ Feporers ” Cases ]

+— Facilities For
All Reporters [ll

May 10-12, 2005 3rd Annual PHIN Conference
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Regions

,&ccess|5uwea'ﬁance Adma‘na‘strata‘on[il Home Logon Logout Change Password Contact Help

eSentinel
4.0
Administration Regional Surveillance
Counties
Avrailable selected
User Baker [i] Grant
: : Bentan Harney

| Strait Jessie B [LI Clackaras Hood River
Clatsop Jackson
Colurnbia Jefferson
Coos Jozephine

State Croalk Klamath
Curry = Lake

| QLN ILI Deschutes
Douglas
Gilliam
Lane

3

Lincaln -
Linn
bdalheur
barion
b oo
tulthormah
Sherman
Tillarmook M

May 10-12, 2005
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Home Logon Logout Change Password Contact Help

~ CREDITS »~

Created by the State of
Oregon Department of

Architect
YWalt Davis

Frogram Manager
Stephen Ladd-wWilson

Susan Strohim

Java Developers
Walt Davis
David Oneill
Boris Shternerberg
John Reinhold
Torm Chen

Web Designer
Walt Davis

Test Engineers
Walt Davis
Boris Shternerberg

Systems
Gary Barr
Randi Loeb

May 10-12, 2005

Thatlk wou for making Oregon a safer

place to lve!

You have entered a secure "Early Ewvent Detection” website for reporting
cases of potential public health importance, which is required of clinicians by
law (Oregon Admistrative Bules (OARS) Chapter 333, Diiston 18).
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Discussion

o eSentinel only works well with a dedicated
group of reporters, such as ICPs

e eSentinel should work well In non-infectious
scenarios

May 10-12, 2005 3rd Annual PHIN Conference 33
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Discussion: Technical/Architectural
Considerations

Hardware/Software Requirements

—LDAP: OpenLDAP, iIPlanet,
eDirectory, or SunOne

—Database: Any ANSII SQL Database
or Local File System

—Java Virtual Machine 1.4
—An SMTP server
— Http server and Java servlet engine

May 10-12, 2005 3rd Annual PHIN Conference 34
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Discussion: Technical/Architectural
Considerations Con't

Community Source

— Collaborative effort among several
states to continue development and
maintenance of eSentinel

— A variant to open source that is more
suitable to government efforts

— Preferred method for going forward

May 10-12, 2005 3rd Annual PHIN Conference 35
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Discussion: Technical/Architectural

Considerations Con't

Oregon Hosting
—Without Community Development

nossible to be done on a limited
nases.

Probably only feasible for adjacent

states.

—Washington? Idaho?

May 10-12, 2005 3rd Annual PHIN Conference 36
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Questions?

Technical
Walt Davis
503-878-2101 X240

Programmatic
Stephen Ladd-Wilson
503-731-4024

May 10-12, 2005 3rd Annual PHIN Conference
Oregon’s eSentinel

S


mailto:Walt.L.Davis@state.or.us
mailto:Stephen.G.Ladd-Wilson@state.or.us

	Oregon’s eSentinel: a secure, flexible, web-based reporting system designed for infection control practitioners (ICPs) to repo
	Background
	Background con’t
	Methods
	Methods con’t
	Methods con’tTechnical Architecture
	Domain Model - Overview
	Domain Model – User View
	Domain Model – Case Type View
	Domain Model – Case View
	Domain Model - Services
	Results
	Disclaimer
	Home Page
	Logon Page
	Alerting
	User Management Page
	Search
	Search for influenza cases
	Influenza search results
	Sorting found set
	Exporting/analyzing found set
	View Case Page
	Reporting Cases
	Report/Update Case Page
	Print Case Page
	Digest Page
	Topics
	Case types
	Facilities
	Regions
	Logout
	Discussion
	Discussion: Technical/Architectural Considerations
	Discussion: Technical/Architectural Considerations Con’t
	Discussion: Technical/Architectural Considerations Con’t
	Questions?

